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role Alice

{
fresh rA: Nonce;
var rB: Nonce;

macro RA={rA}G;

macro SA = h2(hash{RAAlcel}sk(Alice),rA,q);

macro key = {rB}RA;

macro T = {{hash(RA.Bob)}rB}pk(Bob);

macro SB = h1({hash(T.key}sk(Bob),[ {hash(RA.Bob}rB,q);

send 1 (Alice, Bob, {RA,SA}pk(Bob));
recv_2 (Bob,Aice, {T,SB}pk(Alicel));
send_ 3 (Alice,Bob, {hash(SB)}pk(Bobl));

claim .4(Alice, Secret key);
claim_5 (Alice, Alive);
claim 6 (Alice, Weakagree);
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claim 8 (Alice, Nisynch);
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{
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fresh rB: Nonce;

macro RA=[{rA}G;

macro SA =h2({hash(RA.Alice)}sk(Alice),IA,q);

macro key ={rB}RA;

macro T ={{hash(RA.Bob)}rB}pk(Bob);

macro SB = h1({hash(Tkey)}sk(Bob),{hash(RA,Bob)}rB,q);

recv_1(Alice, Bob,{RA,SA}pk(Bob));
send 2(Bob,Alice, {T,SB}pk(Alice));
recv_ 3(Alice,Bob, {hash(SB)}pk(Bob));

claim_9 (Bob,Secret,key);
claim_10(Bob,Alive);
claim_11(Bob,Weakagree);
claim_12(Bob,Niagree);
claim_13(Bob,Nisynch);
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